
Patrick Hener
IT SECURiTY CONSULTANT · ETHiCAL HACKER

75382 Althengstett
patrickhener@posteo.de | hesec.de | patrickhener | @c1sc01 | Patrick_Hener

“Security is always excessive until it’s not enough. ‑ Robbie Sinclair, Head of Security”

Education
it.schule Stuttgart Stuttgart
FACHiNFORMATiKER SYSTEMiNTEGRATiON 2011

Maria von Linden Gymnasium Calw
ABiTUR 2008

Skills
IT Security Firewall, Endpoint Protection, Secure File Transfer, Network Infrastructure and Security

Offensive Security Web Applications, Perimeter Infrastructure, Microsoft Active Directory, Corporate Networks, Threat Analysis, Code
Review, Red Teaming, Bug Hunting

Operation Systems Windows, Linux
Programming Git, Python, Go, Svelte, Node.js, React JS, GraphQL, C#, PHP, HTML, CSS, LaTeX

Languages German, English

Non‑technical Problem‑solving expertise, Project Management, Telephone Training, Time Management, Digital Overload
Management

Experience
CodeWhite GmbH Ulm (remote)
BUG HUNTiNG AND RED TEAMiNG (SENiOR PENETRATiON TESTER) Jan. 2023 ‑ today
• Finding security flaws with a big business impact
• Developing tools to aid with daily tasks
• Supporting Red Team Assessments in bigger customer networks
• Threat Intelligence
• Writing of security advisories as part of a responsible disclosure process

Thinking Objects GmbH Korntal‑Münchingen
IT SECURiTY CONSULTANT May 2021 ‑ Dec. 2022
• Security Assessments of web applications and web services
• Security Assessments of external networks and exploiting of vulnerablities
• Identification of vulnerablities in corporate networks
• Rating of the security level in Microsoft Active Directory environments
• Indipendently organising projects beginning with a kick off workshop and ending with the final presentation
• Writing of security advisories as part of a responsible disclosure process

SySS GmbH Tübingen
IT SECURiTY CONSULTANT Jan. 2018 ‑ Apr. 2021
• Security Assessments of web applications and web services
• Security Assessments of external networks and exploiting of vulnerablities
• Identification of vulnerablities in corporate networks
• Rating of server and client hardening
• Rating of the security level in Microsoft Active Directory environments
• Red teaming including social engineering like phishing and physical assessments
• Experience with threat modeling and the TIBER‑EU framework
• Indipendently organising projects beginning with a kick off workshop and ending with the final presentation
• Writing of security advisories as part of a responsible disclosure process
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Thinking Objects GmbH Korntal‑Münchingen
IT SECURiTY CONSULTANT Jan. 2014 ‑ Dec. 2017
• IT Security Consulting of mid sized companies and company groups
• Firewall Consulting, migration and implementation
• Specialist for Endpoint Protection and Secure File Transfer
• Indipendently planning and processing bigger projects
• Supporting big network infrastructures and complex networks
• First‑, second‑ and third‑level support with operational responsibilities and 24/7 support hotline

Thinking Objects GmbH Korntal‑Münchingen
MiCROSOFT ADMiNiSTRATOR May 2012 ‑ Dec. 2013
• Administration of Microsoft Server and Clients
• Migrations, Conception of Exchange and Active Directory environments
• First‑ and second‑level support
• Trainer with main focus on Microsoft Active Directory

Computacenter AG & Co. oHG Feuerbach
NETWORK ADMiNiSTRATOR Jul. 2011 ‑ May 2012
• OnSite support at Daimler AG Research & Development in different locations
• Support of the network infrastructure on campus
• Implementation andmigration of switching and routing environments
• Setup of a new data center

Computacenter AG & Co. oHG Feuerbach
VOCATiONAL TRAiNiNG ‑ FACHiNFORMATiKER SYSTEMiNTEGRATiON 2008 ‑ 2011

Security Advisories
CVE‑2025‑46661 Published
IPW SYSTEMS MATEZO‑ RCE ViA UNAUTHENTiCATED SSTI April 2025

CVE‑2023‑22855 Published
KARDEX MLOG ‑ RCE ViA iNSECURE PATH CONCATiNATiON AND SSTI Feb 2023

CVE‑2021‑44829 Published
WEBACMS 2.1.0 REFLECTiVE/PERSiSTENT CROSS‑SiTE SCRiPTiNG Jan 2021

CVE‑2020‑14294 Published
QiATA FTA 1.70.19 PERSiSTENT CROSS‑SiTE SCRiPTiNG Sep 2020

CVE‑2020‑14293 Published
DOMOS 5.8 OS COMMAND INJECTiON Sep 2020

CVE‑2020‑15492 Published
INNEO STARTUP TOOLS 2018 M040 13.0.70.3804 REMOTE CODE EXECUTiON Jul 2020

Contributions
CTF CONTENT
Aug. 2025 Cobblestone, Hack The Box Insane ‑ Linux
Oct. 2021 Devzat, Hack The Box Medium ‑ Linux

Certificates
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2023 Offensive Security Certified Expert³, (OSCE³)
2023 Offensive Security Exploit Developer, (OSED)
2022 Offensive Security Web Expert, (OSWE)
2021 Offensive Security Experienced Penetration Tester, (OSEP)
2019 Offensive Security Certified Professional, (OSCP)
2016 DriveLock, Endpoint Security
2015 Avecto Defendpoint, Certified Advanced Professional
2015 Kaspersky Professional, Endpoint Security for Windows
2015 Sophos iView, Certified Engineer
2014 Sophos SafeGuard, Certified Engineer
2014 Sophos Mobile Control, Certified Engineer
2014 Sophos Enpoint Protection, Certified Architect
2014 Sophos UTM, Certified Architect
2014 MCTS SQL 2008, Implementation and Maintenance
2012 Cisco Certified Network Associate, (CCNA)
2011 MCTSWindows 7 Configuring, (70‑680)

Extracurricular Activity
Dart‑Sport‑Freunde Neuhengstett Neuhengstett
FOUNDER Oct. 2018 ‑ today
• Founding of a community of interest for dart sport
• Creation of a web page (www.dsf‑neuhengstett.de)
• Organisation of events
• Organisation of regular trainings and games
• Organisation of a internal league

Arbeitskreis Asyl ‑ Refugee aid Althengstett
MEMBER 2018 ‑ today
• Deployment and support of public WIFI infrastructure until 2020

Saltango Nagold e.V. Althengstett
WEBMASTER 2015 ‑ today
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